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Office of the Attorney General
Consumer Protection Bureau
33 Capitol Strect

Concord, NH 03301

We are writing to inform you about an inciden! affecting a LexisNexis customer in which
personally identifiable information of 4 New Hampshire resident may have be accessed through
unauthorized use of LexisNexis services. Bascd on the investigation of this incident, LexisNexis
is notifying those individuals whose personal information may have been accessed. The incident
involved unauthorized searches where a customer allowed a family member to use the
LexisNexis services for personal reasons. Upon investigation, LexisNexis is notifying 1 New
Hampshire resident. A copy of thc notification letter sent in connection with the incident is
atlached.

LexisNexis will notify all potentially affected individuals by letter. As cxplained therein,
LexisNexis is providing frec credit monitoring services to each individual and additional
assistance free of charge should there be any indication of misuse of personal information relating
to the individual.

Our investigation following the incident was conducted in cooperation with the affected
customer.

Please do not hesitalc to contact me at (561) 999-3963 if you have questions or concerns,
Very Truly Yours,

&J;— C/QOV"
Linda K. Clark

Attachment (Form Notice)

6601 Park of Corumerce Blvd ®* Boca Raton, FL 33487
561.999-3963 Phone ® 561-981-0869 Fax
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URGENT - DO NOT DISCARD
IMPORTANT SECURITY INFORMATION
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A. B. Anyname

1234 Any Street
Anytown US 06789-1234
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March 12, 2007

TT00011354

A. B. Anyname

1234 Any Street
Anytown US 06789-1234

Dear A. B. Anyname;

1 am writing to you on behalf of LexisNexis, and our affiliated company, Seisint, because we beligve that a Seisint
customer’s account may have been used in an unauthorized manner that allowed some personal information about
you to be viewed. That information may have included your name, address, Social Security nuruber and/or Driver’s
License number. We understand that such unauthorized use or exposure may create a risk of identity theft and we
treat il very seriously. Although we have no evidence that your information has been misused, we are notifying you
so that you can, if you deem appropriate, take additional steps to prolect your gersonal information, We deeply
regret that individuats like you, who are the primaty beneficiaries of LexisNexis® products and services, may have
been affected by this incident.

How LexisNexis Will Assist You

We arc committed to assisting you through this unfortunate situation and providing you with the tools to correct any
prablems that may arise.

To that cnd, we are working with Equifax®, a credit management and identity theft protection service, to help you
monitor your credit reports for one year at no cost,

Equifex will help you protect your identity and your credit information through these steps:

1. Placing a fraud alert on your credit (il at Equifax and the other twa cradit reporting agencics, TransUnion and
Experian; and
2. Enrolling you in Equifax Credit Watch™ Gold with 3-in-1 Muonitaring identity theft protection service.

These servioes are being provided to you at no cost. This letter and the attachient include cverything you need to

sign up for this free service,

If there is rcason to believe that you have been 4 victim of fraud as a result of'this incident, we have arranged for you
to have access to the Equifax Fraud Victim Assistance Program. This program includes one-on-one counscling from
an Fquifax Fraud Specialist and provides you with:

¢ Fraud Fducation Providers — a Fraud Specialist will provide you with information that will help you
proactively protect yoursclf from identity theft and provide information to you regarding the credit
reporting agencies, such as telephone numbers, Web sites and mailing addresses; and

* Traud Assistance — a Fraud Specialist will provide you with a step-by-step process 10 reduce your exposure
to further fraud and clear up any negative credit infercnces in your name by helping you write letters that
youmay send to disputc fraudulent accounts at credit bureaus and with creditors.

How to Enroll

Equifax has a simple Internet-based verification and enrollment process. Go W www.myservices.equifax.convlexis,
and follow these steps:

» Step ] - Consumer Informatign: Complete the form with your contact information (name and address) and click

“Continue”. The information is provided in a secure environment.

» Slep 2 - Identity Verification: Complete the form with your Social Sceurity Number, Date of Birth and

Telephonc Number, establish a User Name and Password, agree 1o the Terms of Use and click “Continue™. The
system will present you with one or two security questions to complete the identity verification process.
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* Step.3 - Payment Information: During the “check out” process, provide the following promotional code
LEXIS2-XXXXXXXXXXXXX in the “Enter Promotion Code” box (enter the code exactly as provided). This
code climinates the need to provide a credit card number for payment, :

* Step 4 - Order Copfirmation: Upon successful cnrollment, you can access your 3-in-1 Credit Report by clicking
“View My Product™. You will receive a follow-up ¢-mail confirmation of your enroliment in Equifux Credit
Walch identity theft prolection service.

If you prefer, you can order the enrollment matcrials to be delivered via U.S. Mail, Plcase call the Equifax
Customer Service Center at 1-866-572-1424, provide th promotional code from the Payment Taformation step
above and their Customer Scrvice representative will assist you in ordering these services.

Additional Resgurces
Tn addition to the support through Equifax, you may also wish to utilize one or more of the following resources:

*  We have created a special Web site with the information contained in this lelter, plus additional information
regarding identity security. Visit the sitc at hup://privacyfacts. lexisnexis.com. Tf you prefer to speak with
someone al LexisNexis, you may rcach us at 1-866-293-3804,

* Moststates have a consumer fraud division, and you can also enlist their help. A list of state offices is available
on the special LexisNexis Wcb site listed above. You may also call us at 1-866-293-3894 to oblain this
information.

s For more general educational information on identity theft, visit thc Fcderal ‘I'rade Comumission Web silc,
www.consumer.pov/idtheft, or call at 1-877-IDTHEF | (1-877-438-4338).

Why Does LexisNexis Have This Type of Information?

LexisNexis provides information such as public records, publicly available information and non-public information
(such as Social Security numbers and Driver’s License numbers) to business, government and legal professionaly for
legitimate business uscs.

LexisNenis only provides access to non-public information 10 customers with a leyally permissible purpose. These
customers include law enforcement agencies, federal homeland security departments, prospective cmployers,
bunking and financial services companics and insurance carriers. Examples ol the ways 1.exisNexis products and
services are used include:

¢ Banks verifying their customer information for new accounts or loan applications;

* Insurancc compagics verifying their customer information to reduce applicant and claims fraud in clforts to
keep insurance rates lower; and

¢ Telecommunications companies verifying their applicant information for instant cell phonc service,

Again, we regret any trouble this incident iugy causc you. We pledge our continued commitment to reducing this
type of incident. We will continue to work with our customers and appropriate authorities (0 improve data
safeguards and privacy protcctions.

Very truly yours,
'd
J- Ml

James M. Peck, CEOQ
LexisNexis® Risk & Information Analytics Group

Direct Correspondence:
LexisNexis Regulatory Compliance
9443 Springboro Pike

Miamisburg, OH 45342

LexisNexis and the Knowledge Burst logo ars repmtersd trademarks of Reed Llsevier Propertics Inc., used under hosnse Fquiftx is a registered trademark and
Liquifax Credit Watch is a trademark of Equifan Inu. Olher printagts or serviees may be wadeniarks or registered trademarks of their tespeclive sompanies
© 2006 LexisNexis Risk & Infurmsiion Analytics Group Inc. All rights reserved,
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The Equifax Consumer Protection Solution

Rquifax is pleased to offer you a solution that will help you protect your identity and your
credil information,

Place a Fraud Alert

A fraud alert is a consumer statcment added to vour credit report. This statement alerte
creditors of possible fraudulent activity within your report as well as requests that they
contact you prior to cstablishing any accounts in your name. Once the fraud alert is added
to your credit report, all creditors should contact you prior to cstablishing any account in
your name. To place a fraud alerl on your Equifax credit file, you may contact our auto
fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has
been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, on your behalf,

Earoil in Equifax Credit Watch'™ (Gold with 3-in-1 Monitorin

Equifax Credit Watch will provide you with an “carly waming system” to changes to
your credit files and help you to understand the content of your credit files at Equifax,
Experian and Trans Union, The key features and benefits are listed below.

Equifax Credit Watch Gold with 3-in-1 Monitoring provides you with a one-year

membership service:

o Comprehensive credit (iles monitoring, with daily notification of key changes to your
Equifax, Experian and Trans Union credit files,

o “No News” notilication if no key changes occur during the month.

© One copy of your 3-in-1 Credit Report and unlimiled copies of your Equifax Credil
Report™,

o Up to $20,000 Identity Praud Expense Coverage with $0 deductible (certain
limitations and exclusions apply)t at no additional cost to you.

o Premium Customer Care 24 hours a day, 7 days a week to assist you in understanding
the content of your credit information.

The accompanying letter contains the instructions for oblaining thesc services.

1 Ientity Fraud Expanse Reimbursement Masler Policy undsrwritten by Travelers Casualty and Surety Company of America and its property
casualty affkates, Herttord, CT 06183. Coverage for all claims or losscs depends on setusd palicy provisions Availabikty of coverage can depend an
our underwriting qualificationy und state regulations. Caverage is net uvailible for residants of New Yark

Equifax's credit monitoring products are prolucted by US Patent 7,208,062



